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ABSTRACT
The 2013 revelations about the extent of mass online surveillance shed new light on the difficulties of
remaining anonymous, both online and offline. This qualitative study has investigated the implications
this has for journalists and their sources. This was done by looking at the official discourses available, as
well as exploring the point of view of journalists, whistleblowers, infosec specialists and those involved in
the education of journalists. The analysis showed that issues of anonymity related to journalism and mass
surveillance have been acknowledged by bodies such as the United Nations, the Council of Europe, and
the National Union of Journalists in the UK, who have all observed growing restrictions in the ability of
journalists to provide anonymity to their sources in the digital age. Looking at the legal framework,
source protection is discussed both as a right and an obligation. Meanwhile, interviews revealed that mass
surveillance and the threat of targeted surveillance has implications for the work of journalists, partly due
to problematic discourses around the infosec tools available. Consequently, this raises questions about the
future independence of journalists and their ability to exercise the right to freedom of expression in a
surveillance society in which all communications can be recorded and stored.
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CHAPTER 1: INTRODUCTION

Background
Two years have passed since the 2013 revelations of largescale global and domestic mass surveillance by
security agencies in the United States and the United Kingdom. What are now known as ‘the Snowden
revelations’ were first published in the Guardian newspaper and included secret documents acquired by
Edward Snowden, an employee of the US National Security Agency and today one of the world’s
bestknown whistleblowers. As the documentary (Poitras, 2014) depicting the events illustrates, Snowden,
well equipped with specialist knowledge of information security technologies and insight into the capacity
of his employers to track his every (digital) move, used methods such as encryption, VPN (virtual private
networks) and secure browsing to make first connection with journalists. Eventually, the journals
arranged to fly to Hong Kong and to meet Snowden in person, but in order to make the first contact, such
information security skills were crucial. The controversial leaks were arguably in the public interest, and
yet to this day Snowden is in hiding at a secret location in Russia. If he returns to the US, he is likely to be
detained for threatening national security. Moreover, Snowden was assisted by whistleblowing
organisations and Wikileaks in safely moving from Hong Kong to Russia. One of those present at the
move is currently living in exile for fear of being arrested for aiding and abetting if he returns home to the
UK.1

1

The background information for this statement comes from Poitras (2014) and two of the interviewees in
this study.

3

As Baumant et al (2014: 122) notes, the revelations were a surprise even to seasoned observers, and their
significance remains unclear. What is clear, however, is that they brought greater awareness of mass
surveillance measures adopted both by the GCHQ and the NSA to journalists and the general public.
Moreover, the revelations shed light on the scale and sophistication of the surveillance and the extensive
cooperation between different security agencies, as well as between security agencies and private
companies, including internet services such as Google, Yahoo and Facebook (Muižnieks, 2013).
Meanwhile, antiterrorism measures, as well as efforts to curb cybercrime and online child pornography
have become a powerful narrative in the discourse advocating enhanced national security measures,
including mass gathering of data online. Such narratives may overshadow other issues: the potential for
mass surveillance measures to infringe civil liberties and harm democracy (Muižnieks, 2013). As
Muižnieks (2013) argues, surveillance measures, though some claim they are undertaken to protect the
public, can be detrimental to a healthy democracy: 
‘The fear of terrorism, technology that is developing at
the speed of light, private companies and state security agencies compiling personal information – this
topical mix has become a severe threat to the right to privacy. Despite the intentions, secret surveillance
to counter terrorism can destroy democracy, rather than defend it.’

Aims and objectives
The objective of this study was to investigate the implications of mass surveillance on the work of
journalists, with a particular focus on source protection. The main enquiry is built upon the question:

What implications do mass surveillance have for the work of journalists with regard to the protection of
sources?

4

This was answered by investigating the following subquestions. What are the discourses around
surveillance and source protection for journalists? How do journalists and whistleblowers relate to
surveillance and its implications for the work of journalists? What is the current state of information
security for journalists and their sources?

This study is not about power per se, however, and journalists may be described as playing a crucial part
in the democratic process by holding power to account (Curran, 2011). The following section describes
how the research was conducted and provides definitions before moving on to the next two chapters
which present the related literature and discourse. Chapters 4 and 5 present the original research and a
discussion of the findings, and finally Chapter 6 presents the conclusions.

Methodology
This study was conducted by taking a snowballing approach. This was because of the need to be able to
follow leads from primary research and build upon that knowledge in the succeeding steps. For example,
the initial online research to map the discourse was useful in designing interview questions. Later, the
outcome of the initial interviews was considered in those that followed. This provided flexibility in
redesigning questions and following up on leads, which in turn helped to focus the inquiry. Some
interviewees also provided new insights and research routes by referring me to other individuals and
organisations.

The interviews
The main part of my original research is based on five interviews with journalists (labelled as Journalist
A, B, C, D and E); one with a whistleblower and director of a whistleblowing organisation (labelled
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‘Chubb’), one with a data scientist, also involved in information security training for journalists (labelled
‘Rogers’); one with a digital media expert and ‘lecturer in creative and social computing’, who is also
involved in information security training for journalists (labelled ‘McQuillan’); one with a journalist who
is also involved in higher education for journalists (labelled ‘Kirby’); one with a journalist who is also the
Director for the Centre for Investigative Journalism and involved in whistleblowing organisations as well
as the education of journalists (labelled ‘MacFadyen’).2 Seven of the interviews were conducted
facetoface and two over the phone, and they took between 25 and 60 minutes each. One interview was
conducted by email correspondence.

The interviews were designed to be openended, semistructured conversations. This allowed for a few
core questions to be asked, a comparison between subjects and time for a more open discussion,
depending on the subjects experience and expertise, as well as the outcome of early interviews as
mentioned above. Sample questions can be found in Appendix A. The enquiry became narrower and more
focused throughout the course of the project. Some paths that I had aimed to explore early on were
dropped and new ones developed. For example, results from an early interview suggested that information
security is not necessarily relevant knowledge for all journalists. This led to asking the next journalist’s
opinion on the matter. The topics of discussion will be presented in chapters 4 and 5.

The analysis of the interviews was qualitative and designed according to Rubin and Rubin’s (1995:
226256) method of qualitative data coding, i.e. assigning concepts to the transcriptions from which main
themes emerge. Thus the main topics discussed in each interview were identified as a ‘concept’ and

2

MacFadyen, who is a journalist as well as being involved in the protection of whistleblowers through
various organisations is at times quoted in different contexts depending on the theme and question.
Similarly, McQuillan speaks both from the point of view of someone involved in the education of journalists
and an information security expert. Kirby speaks both from the point of view of a journalist and as someone
involved in the education of journalists. See appendix A for more detailed information on the interviewees.
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encoded with a number between 1 and 23.
As the analysis progressed, new concepts emerged, prompting

a second analysis and reencoding. A list of the final concepts can be found in Appendix A. After
grouping the parts of the transcripts related to each concept, and grouping some closely related concepts
together, some main themes were established. There are presented in chapters 4 and 5.

Core concepts and definitions
This section will provide definitions and an initial discussion of the core concepts throughout the paper.

Surveillance
Etymologically, the word surveillance stems from the French verb 
surveiller
, meaning ‘to watch over’.
Today, as Lyon (2007:13) notes, although surveillance can have connotations of surreptitious
cloakanddagger and undercover investigations into individual activities, its meaning is fairly
straightforward when talking about everyday activity. Here I will use Lyon’s definition (2007: 13) of
surveillance as 
‘focused, systematic and routine attention to personal details for purposes of influence,
management, protection or direction’
. The term surveillance refers to such actions in a broad sense, and
can mean anything from targeted onetoone spying on another person to modern methods of intercepting
vast amounts of data from large groups of people. The term ‘mass surveillance’, however, tends to refer to
the massgathering of data from entire populations. Although widely used in recent years, the definitions
of mass surveillance vary, and it should be stressed that there is a difference between mass surveillance
and targeted surveillance.
For example, the UK parliament (House of Lords, 2009) distinguishes between

the two types of surveillance and states that mass surveillance is ‘not targeted on any particular individual,
but gathers images and information for possible future use.’ By contrast, targeted surveillance is ‘directed
at particular individuals and can involve the use of specific powers by authorised public agencies’, and
can be carried out either overtly or covertly. Methods of targeted surveillance include ‘the interception of
communications, the use of communications traffic data, visual surveillance devices and devices that
7

sense movement, objects or persons.’
(House of Lords, 2009).

Contrasting Parliament’s definition with

that of civil society, Privacy International (n.d.)
states that ‘Any system that generates and collects data on

individuals without attempting to limit the dataset to welldefined, targeted individuals is a form of mass
surveillance’, adding that such measures can have a chilling effect on the population.

Metadata
Part of the process of collecting data for mass surveillance includes working with ‘metadata’, which the
Oxford English Dictionary defines as ‘a set of data that describes and gives information about other data’.
For a more detailed description of the significance of metadata in relation to journalism, I refer to Edward
Snowden’s description (Snowden, NUJ, 2014):

‘When people talk about metadata, it’s the kind of metadata that a private eye produces. If I’m
following you around, throughout the day, I don’t want you to discover me, so I can’t be so close
to you that I hear every word you say, I can’t hear the content of every conversation you have, but
I can see what time you leave your home in the morning. I can see the licence plate of your car. I
can see the road you travel on. I can see the location that you go [to]. I can see who you meet
with. I can see how long you’ve met with them, and I’m probably near enough to you to hear the
topic of the discussion, get a general idea of what’s of interest to you and what these associations
with other people are about. And that’s enough for me to get a pretty good idea of what you are
looking for, and if you are a journalist, what you are gathering news about.’

As Snowden argues (Snowden at NUJ, 2014), as the data sets gathered through metadata grow larger and
larger,
the possibilities for identifying individuals grow in proportion. This highlights that although

metadata collection may seem ‘harmless’ and anonymous, it has the capacity for socalled ‘jigsaw
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identification’, which means that ‘puzzle pieces’ of seemingly anonymous information about our
locations3 and communications can be used for the identification and profiling of individuals:

‘...because we have so many unique discrepancies to our activities, that even if it were anonymised, for
example if you didn’t use my name in relation to my activities, and you use just a numeric decimator,
there are only so many people in the world who share my interests, who share my pattern of life, when I
get up, what time I go to work, when I go to bed, when I call people, that as an analyst at NSA, even if I
don’t have your name, I know which journalists work on national security, which journalist works on
finance, and which journalist works for which agency, and I know who all of their friends are, what they
are interested in, just using the metadata.’

This then, could have implications for the ability to find any virtual space where confidentiality is at all
achievable (more on this in chapters 4 and 5).

Encryption
One of the ways journalists can attempt to avoid targeted or mass surveillance in their communications is
through ‘encryption’. This is the process of ‘converting messages, information, or data into a form
unreadable by anyone except the intended recipient. Encrypted data must be deciphered, or decrypted,
before it can be read by the recipient’ (SANS Institute, 2001). Etymologically from the Greek word
kryptos,
meaning hidden or secret, encryption is by no means a new phenomenon. Encryption dates back
at least to the practice of writing nonstandard hieroglyphs in Egypt in 1900 BC. A more recent example
is the German ‘Enigma Machine’ during World War II, used to protect military secrets (SANS Institute,
2001). There are many ways of encrypting messages, though for the purposes of this study, encryption

3

See discussion in chapter 5 about the issue with location services on smartphones and other devices
which can be used to track the whereabouts of journalists and their sources.
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refers to the (more recently developed) mathematical process of protecting the content of information
predominantly in communications such as emails, but also data stored on hard disks.

The email encryption journalists use is most widely known as PGP (Pretty Good Privacy) encryption.
PGP was a freeware released by Phil Zimmermann in 1991 and developed with the aim of providing tools
to prevent intelligence services in the US from accessing the communications peace activists organising
the antinuclear movement (SANS Institute, 2001; Lee, 2013). However, what most journalists actually
use is free opensource software called GPG (GnuPG), and today, PGP is a company which sells a
proprietary software with the same name (Lee, 2013). However, the terms GPG and PGP are often used
interchangeably and were also the term all respondents used, which is why they are used throughout this
paper.

What is a journalist?
Defining what a journalist is could take up a whole essay in itself, since definitions vary across the globe,
but for the purposes of this study I will use the most recent definition by the UN Human Rights
Committee (UNHRC, 2014), which defined journalism as
‘a function shared by a wide range of actors, including professional fulltime reporters and
analysts, as well as bloggers and others who engage in forms of selfpublication in print, on the
Internet or elsewhere’.4

This very recent redefinition of who should be considered a journalist means that increasingly (though not
necessarily widely) also bloggers and to some extent citizen journalists are included. As a policy brief by
Article 19 in support for bloggers notes, bloggers should have the same legal protection as ‘professional’

4

As per the The Human Rights Committee, General Comment no. 34.
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journalists. Although it does not specify bloggers per se, also the Council of Europe (CoE) states that laws
should protect ‘any natural or legal person who is regularly or professionally engaged in the collection
and dissemination of information to the public via any means of mass communication’ (Council of
Europe, 2000: definitions).
However, as Bukovska and Boev (2009: 3) observe, the definitions currently

used in some countries are not in line with those mentioned above, such as in France, where the term
‘journalist’ is limited to socalled ‘professional’ journalists
.
Consequently, who is protected by law as a
‘journalist’ does not necessarily keep up with technological changes in the media landscape (Bukovska
and Boev, 2009: 3)5 . Such narrow and dated legal definitions of what a journalist is can have implications
for the protection of sources, if the de facto journalist is not recognised as a ‘professional’ in the eyes of
the law.

5

As stated in a letter on behalf of Article 19 to the SubCommittee on the Media and the Parliamentary
Assembly of the Council of Europe. Link available in references.
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CHAPTER 2: SURVEILLANCE AND SOCIETY

The Snowden revelations
Government surveillance is not a new phenomenon, and authoritarian and liberal regimes alike have long
gathered intelligence about their citizens using various methods and for a variety of reasons. Surveillance
studies, however, is a relatively new field which has emerged alongside the rise of the internet and new
communications technologies, and has thus ‘over the past 20 years or so become an increasingly
important topic within both academic and public debate’ (Lyon et al, 2012: 1;), not least since the 2013
revelations through which it is now known that:

‘The NSA is the biggest, best funded spy agency the world has ever seen. They spend billions
upon billions of dollars each year doing everything they can to vacuum up the digital
communications of most humans on this planet that have access to the Internet and the phone
network.’ (Lee, 2013)

And as Deibert (2015: 9) notes, the revelations brought with them a shift in the focus from cyber
criminals to governments:

‘These alarming revelations have served to refocus the world’s attention, aiming the spotlight not
at cunning cyber activists or sinister data thieves, but rather at the world’s most powerful signals
intelligence agencies: the NSA, Britain’s Government Communications Headquarters (GCHQ),
and their allies.’
12

The documents revealed collaborations between the NSA and its counterparts in other countries, such as
the GCHQ in the UK, and that these measures have also included targeted surveillance of phone and
internet communications (Gidda, 2013).

A quantitative study (Marthews and Tucker, 2014: 12) conducted in eleven countries on the usage of
certain Google search terms suggested that internet users had changed their search behaviour since the
Snowden revelations. It showed that the use of search terms deemed sensitive to government or privacy
concerns had dropped ‘significantly’.

The revelations, as Lyon (Youtube interview 2014) comments, raise questions about the implications of
mass surveillance for society and civil liberties in particular:
‘... it is those who pay attention to precisely the questions about privacy, civil liberties and human
rights who will be at least addressing the right kinds of questions.’

And as Simon notes, (2005: 12), while the jury is still out deciding whether new surveillance techniques
bring with them ‘more repressive forms of social control or introduce[s] greater capacities for negotiation
and resistance’, they have spurred interest in revisiting canonical metaphors such as the panopticon and
Big Brother.

Surveillance as state control
According to Lyon (2007: 5153) an interesting addition to modern surveillance theory is the influence of
the work of journalist, social critic and novelist George Orwell, whose fictional model of the total
surveillance society in the work 
Nineteen EightyFour 
brought to life the potential implications of
13

surveillance and contributed to a new sense of political urgency to the development of surveillance theory
in the mid to late twentieth century.6

‘The centralisation of state power, the use of technologies such as the ubiquitous telescreen to
bring the face of Big Brother into every corner and through which citizens could also be
monitored, the twisting of language to create ‘doublespeak’  all these are familiar dimensions of
Orwell’s sinister statecentred surveillance society.’

And as Lyon (2007: 53) argues, while some have interpreted Orwell’s imagined surveillance society as a
critique of contemporary state socialism and authoritarian regimes behind the Iron Curtain, it can equally
be considered a critique of totalitarian tendencies he saw developing in Western liberal democracies:

‘... it is precisely within liberal democratic nationstates where recordkeeping, monitoring and
observation become routine and technologically augmented that restrictions on liberty  and
especially post 9/11 mobility  may be anticipated.’

He also argues (2007: 5253) that Orwell’s work

‘has provided some of the most enduring, best known and publicly accessible concepts in
surveillance studies, above all the figure of Big Brother. Theoretically, the notion that nationstate
surveillance arises from certain political imperatives, relating to military and geopolitical
struggles, and may embrace a whole society in negative and repressive ways...’

6

Alongside the French sociologist and legal scholar Jacques Ellul.
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The panopticon and the effects of being watched
Foucault has also contributed to new paradigmatic ways of thinking about some aspects of surveillance
with his notion of ‘panopticism’ (Lyon 2007: 57; 2006). Its disciplinary role in the controlling of the
behaviour of the masses is based on the notion that the knowledge of possibly having one’s actions
recorded has the potential to alter one’s behaviour (Foucault, 1977: 201; Lyon, 2007). The ‘panopticon’, a
type of round prison building in which the guards watch the prisoners from the centre (as first described
in the late eighteenth century by Jeremy Bentham), was said to be efficient as a result of the fear inflicted
on prisoners by knowing that at any time they could be watched. 7 The effect, thus, was that they would
behave as if they were always being observed, which if applied to society at large, could have disciplinary
effects (Lyon 2007; 2006). Bentham’s as well as Foucault’s discussions of the panopticon predate the
surveillance technologies that enable the mass surveillance we have today, and so the concept may now
seem irrelevant. But as Holmes (2007) notes:
‘It’s obvious that both Big Brother and the panopticon are dated, though they have not entirely
disappeared.’

Boyne (2000: 285) also argues that:
‘...the Panoptical impulse is not fading away, and that developments in screening and surveillance
require the retention of the Panopticon as an analytical ideal type.’

I would argue that the Snowden revelations have only made it more relevant. However, assessing whether
panopticism is at work as a result of mass surveillance today is not the main aim of this paper, yet it does
provide some background as to why studying the implications of surveillance on journalists and their

The name etymologically stems from the Greek word 
panoptes,
meaning ‘allseeing’, which also gave
name to the mythological creature Argus Panoptes, a giant with one hundred eyes. (The Theoid Project,
n.d.)
7
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sources is relevant today as a result of its potential disciplinary effects. As mentioned, the focus of this
paper is not power, and so I will not expand much further on the theory behind how surveillance links to
power, or how structured power links to ordinary life. These include Foucault’s notions of
governmentality and biopower (as cited in Lyon, 2007: 65), as well as Agamben’s ‘sovereignty’, which
links the notion behind the old Roman law of 
homo sacer
(used to reduce a citizen to ‘bare life’ and
exclude them from the laws of the rest of society), and the notion of sovereign power. Thus Agamben
suggests that the declared ‘state of emergency’, such as in the case of post 9/11 surveillance measures, has
now become ‘a normal mode of government’ (Agamben, 1998, 2005, as cited in Lyon, 2007: 6465).
Moreover, Deibert (2015: 9) notes that a geopolitical power battle is being fought, similar to those
previously fought on land, sea, air and space, over the future of cyberspace.

Moving on from this, as Lyon (2007:54) also notes, in the postmodern society, we now need to consider
surveillance practices well beyond the nation state, such as marketing, advertising and, more recently,
social media, all facilitated by new technologies. For scholars such as Lyon, technological innovations
change the practice and organisation of surveillance, as well as making surveillance relationships more
fluid and invisible (Simon, 2005: 12).

Surveillance is us
Today’s internet users ‘leave behind a trail of digital exhaust’ wherever they go which ‘circles the globe,
forming, in essence, a digital stratosphere’. (Deibert, 2015: 10)

As Deibert illustrates, surveillance today is a peculiar and ambiguous process. Thus it cannot simply be
explained by either advances in technology or a heightened need for tighter national security measures in
a society in fear of terrorism due to events such as 9/11 or the 2007 London bombings (Lyon, 2007: 5;
16

Simon, 2005: 12). Nor should it be explained simply as an extension of class or bureaucratic power,
although all these concepts are significant, Lyon observes (2007:5). Surveillance today differs from that
of the past in that we, the ones being scrutinised, are also actively participating, and becoming
increasingly involved in the process, resulting in the emergence of what Lyon (2014: 7172) refers to as
emerging surveillance cultures or a ‘surveillance society’. For as Lyon (2011, YouTube interview)
notes,

although surveillance is used by government, marketers, the police and security services, ‘surveillance is
also us’. It has become part of our way of life, part of our culture, the ‘surveillance culture’
,
in which we
become ‘naturalised into surveillance practices
(Lyon, 2011, YouTube).

For without our participation,

much of what we call mass surveillance data could not have been gathered, which adds to the notion that
surveillance is us. Consequently, individuals today have little opportunity to operate outside this digital
surveillance realm. The effect of such surveillance cultures, Lyon (2014: 7172) observes, vary among its
citizens. Some may seem indifferent, and perhaps even enjoying its ‘benefits’, like spying on others via
various social networks. But
‘what are mild worries for some, are treatable conditions for others’, adds

Lyon. For living in this surveillance culture can also have a detrimental effect, noting a surge in the
socalled ‘Truman Show delusion’. This is a psychological condition in the form of a psychosis, during
which one believes everything one does is being recorded, like in the reality show, as depicted in the
movie 
The Truman Show. 
(Lyon 2014: 71)

According to Bauman (2014: 122), surveillance is about flows, and proposes the metaphor ‘fluidity’ as he
redefines surveillance to take in what is experienced in society today, which has moved from being a
physical act, formerly conducted in specific places for specific purposes, such as in airports or hospitals,
to shared information about our behaviour which flows between all areas of society. Relating anonymity
to the wider field of surveillance studies, Lyon (2007:5) argues that questions of risk and trust, of privacy
and anonymity, of security and opportunity are central to the surveillance debate.
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For as noted by Deibert (2015: 10), our digital exhaust does not go away, raising questions about where it
goes and who has access to it:
‘The data that follow us around, that track our lives and habits, do not disappear; they live in the
servers of the companies that own and operate the infrastructure. What is done with this
information is a decision for those companies to make’.
Although some may show little concern over leaving such virtual footsteps behind, it can have
implications for those wishing to communicate anonymously, such as journalists and their sources or
lawyers and their clients.
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CHAPTER 3  SURVEILLANCE AND JOURNALISTS

Anonymity and the protection of journalists’ sources
‘It’s never been simpler to find our sources. It’s there on a plate and that’s why the police and
the intelligence authorities can’t resist it.’ (Rusbridger, NUJ, 2014)

A study (Pew, 2015: 8) of investigative journalists in the US showed that, in order to provide anonymity,
the majority would meet the source in person instead of communicating by phone or email (59%) and that
this had increased over the past year. Encryption was only used by 14%, the same proportion as those
who communicated via a fake email account. Overall the researchers concluded that journalists had
altered their behaviour since the Snowden revelations, and the majority of subjects (64%) believed that
the government was collecting data from their communications (Pew, 2015: 3). The study was
quantitative, conducted through an online survey and did not include indepth questioning as to the
motivation behind the journalists’ decisions. This highlights a need for further exploration of how
journalists think and feel about the topic through a qualitative approach, which is also based on the fact
that source protection for journalists in a digital age has not been a widely studied topic in terms of
conceptualising the implications of mass surveillance. Of course, journalists, and in particular their
sources, are also members of the public, and to an extent fit into surveillance theory from a wider
perspective. That said, journalists do have a distinct role in society in the sense that they play a crucial
part in the democratic debate necessary to ensure free enquiry and free expression (Hanna and Dodd,
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2013). Moreover, the Snowden revelations ‘only’ began to unravel two years ago, and larger studies of
their implications are currently underway.8

A right to anonymity?
According to Kaye (2015: 16, 21), anonymity plays an important role in safeguarding and advancing
privacy, free expression, political accountability, public participation and debate. 9
‘The Special Rapporteur, recognizing that the value of encryption and anonymity tools depends
on their widespread adoption, encourages states, civil society organizations and corporations to
engage in a campaign to bring encryption by design and default to users around the world and,
where necessary, to ensure that users at risk be provided the tools to exercise their right to
freedom of opinion and expression securely.’

However, it should also be noted that anonymity online can be sought for different reasons, which makes
the discourse problematic when discussing journalists’ sources as an isolated issue. Journalists and
whistleblowers aside, anonymity is also often related to issues such as trolling and internet crime, which
provide justification for security agencies and the police to argue for the lawful right to extended
surveillance measures in order to detect or prevent such crimes. An example of this was the case of the
FBI and the US Deputy Attorney General jointly expressing a need for socalled ‘extraordinary access
mandates’, which can be seen as a master key to backdoor access to all encrypted communications for
the security agency if required (United States Senate, 2015; Goodman and Moynihan, 2015).

8

For example the project “Digital Citizenship and Surveillance Society” at Cardiff University, which explores,
among other topics, how the governmental surveillance measures revealed by Snowden affect the news
media.
9
David Kaye is the UN Special Rapporteur on the promotion and protection of the right to freedom of
opinion and expression
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Legal framework for source protection for journalists
With regard to the implications of surveillance for journalists, and more specifically, their ability to
protect sources, the European Court of Human Rights (ECHR) stated:
‘The European Court of Human Rights has repeatedly emphasised that Article 10 of the European
Convention on Human Rights safeguards not only the substance and contents of information and
ideas, but also the means of transmitting it. The press has been accorded the broadest scope of
protection in the Court’s case law, including with regard to confidentiality of journalistic
sources.’ (ECHR, Protection of journalistic sources, n.d.)

This refers to the case of Goodwin vs. The United Kingdom, which states that it is against the European
Convention of Human rights not to grant anonymity to a journalist’s source unless justified by an
overriding public interest:
‘Protection of journalistic sources is one of the basic conditions for press freedom. … Without
such protection, sources may be deterred from assisting the press in informing the public on
matters of public interest. As a result the vital publicwatchdog role of the press may be
undermined, and the ability of the press to provide accurate and reliable information be adversely
affected. … [A]n order of source disclosure … cannot be compatible with Article 10 of the
Convention, unless it is justified by an overriding requirement in the public interest.’
(Goodwin vs. The United Kingdom, judgment of 27 March 1996, § 39).

Note that national security and antiterror measures may be considered of such overriding public interest
as to blur the lines between different public interests, and so the case law is not necessarily absolute.
However, it is strong, and it should be noted that all cases since then have confirmed the right of
21

journalists not to reveal the names of their informers. Globally, more than 100 countries in the world have
adopted similar laws with the aim of protecting journalists’ sources (NUJ, 2014).

When the UK adopted the European Convention of Human Rights, they subsequently adopted Article 10,
which guarantees freedom of expression and the right to impart and receive information. This, as Hanna
and Dodd (2013: 397) put it, ‘made the legal climate more favourable’ for protecting journalists’ sources
in the UK. However, they also note (2013: 395) that various bodies have legal powers to demand that
journalists reveal where they got a story, which, as mentioned, is where the lines start to blur. This paper
does not aim to provide an exhaustive interpretation of the various laws in relation to source protection or
human rights, as it is aimed at assessing the current situation for journalists and their sources in which, as
we have seen, source protection is considered a pillar of their work. For taking the UK as an example,
there is a long tradition in the field to take care and pride in providing anonymity for sources who do not
wish to disclose their identity. This is also supported by clause 14 of the Editor’s Code of Practice, which
is overseen by the Press Complaints Commision (PCC) in the UK. This clause not only states that
journalists have the right not to disclose the identity of sources, but also that they
‘... have a moral obligation to protect confidential sources of information’. (Hanna and Dodd
2013: 396)

Similarly,
the NUJ (2014) states that

‘A journalist protects the identity of sources who supply information in confidence and material
gathered in the course of her/his work.’10

10

This study does not focus solely on the United Kingdom, but aims to take a broader, more global


approach to the subject. Nevertheless, most (but not all) of my interviews were conducted with journalists
currently working in the UK, which is also why the legal framework for source protection is
predominantly focused on the UK. However, in the US the same principal applies and is referred to as the
‘Reporter’s Privilege’.
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The NUJ have recently acknowledged, however, that this has become problematic in a society where
mass and targeted surveillance has become standard practice, a tendency that prompted the ‘Save our
Sources’ campaign to highlight the issues (NUJ, 2014).

Having said this, although the PCC code may give the impression of a strong protection for journalists’
sources in the UK, the actual situation might look quite different, especially considering the recent
passing of surveillance laws. As Franklin (2014) notes
‘The British government is complicit in the undermining of our fundamental freedoms and human
rights online. It has accordingly born the brunt of criticism from highlevel officials, such as
Human Rights High Commissioner Navi Pillay.’

Surveillance legislation varies from country to country, although it is ultimately tied up with human
rights, which, depending on where in the world journalists are, may be subject to either the European
Convention of Human Rights (ECHR) or the Universal Declaration of Human Rights (UDHR), adopted
in 1948 in the aftermath of the Second World War. According to this law, both privacy and the right to
freedom of opinion and expression are protected:
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Article 12 UDHR:
‘No one shall be subjected to arbitrary interference with his privacy, family, home or
correspondence, nor to attacks upon his honour and reputation. Everyone has the right to the
protection of the law against such interference or attacks.’

Article 19 UDHR:
‘Everyone has the right to freedom of opinion and expression; this right includes freedom to hold
opinions without interference and to seek, receive and impart information and ideas through any
media and regardless of frontiers.’

The UDHR is considered the backbone of the universal human rights treaties we have today and so
similarly, Article 8 (Privacy) and Article 10 (Freedom of Expression) protect these rights as per the
European Convention of Human Rights (Hanna and Dodd, 2013). There is no scope here for further
interpreting and listing of surveillance legislation, though it should be mentioned (especially since the
respondents in this study work mainly in the UK) that one of the more recent legal turns is the UK High
Court ruling that UK surveillance law is incompatible with the European Convention of Human Rights
(Franklin, 2015). This comes after a review of the controversial Data Retention and Investigatory Powers
Act 2014 (DRIPA) which was rushed through parliament last summer in less than three days and which
legitimised ‘highly questionable levels of surveillance’ in the online environment (Franklin, 2014).

Further policy
As we will see in the following sections, the United Nations (predominantly UNESCO) and the Council
of Europe have both stated that journalists and sources face a number of issues in the digital age in terms
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of anonymity, and they have expressed an urgent need for measures to improve the situation, such as
increased access to knowledge and information security tools, as well as developing new policies.

Policy  The Council of Europe
On the ‘Right to Investigate’ and the protection of journalists’ sources in the digital age, the Council of
Europe (CoE, 2011: 380) states that
‘The protection of sources is increasingly the subject of formal legal recognition. There is a need
for robust protection of whistleblowers. In the new media ecosystem, the protection of sources
should extend to the identity of users who make content of public interest available on collective
online shared spaces which are designed to facilitate interactive mass communication.’

In April 2015, the Council of Europe launched an online platform to promote the safety of journalists in a
partnership with the organisation’s Article 19, the Association of European Journalists, the European
Federation of Journalists, the International Federation of Journalists and Reporters Without Borders. More
specifically, the platform was set up to ‘issue alerts concerning media freedom threats and will bring them
to the attention of the Council of Europe institutions’, including threats to the confidentiality of media
sources, among other issues (Council of Europe, 2015). The council of Europe has acknowledged that the
mass surveillance measures as revealed by Snowden ‘leave[s] us open to abuse of our fundamental human
right to privacy’; It calls for an end to indiscriminate mining of data and points out the need for
developing surveillance and data collection policies.
‘As the Strasbourg Court has clearly stated, secret surveillance activities cannot be allowed to
undermine democracy under the cloak of defending it. Privacy is a fundamental human right and
is essential if we wish to live in dignity and security’ (Muižnieks, 2013).
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Policy  The United Nations
As of August 2015, the most recent turn of events is the appointment of a new UN Special Rapporteur for
privacy, who has stated (Cannataci, as cited in Alexander, 2015) that the world needs a new law for the
internet, similar to the Geneva convention, to handle the threat of mass digital surveillance, also arguing
that the current state of digital surveillance is worse than that depicted in Orwell’s 
Nineteen EightyFour
.
His appointment highlights the importance of surveillance policy, since it ‘elevates the right to privacy in
the digital age to that of other human rights’.

The 2014 UNESCO study 
‘Building digital safety for journalism: a survey of selected issues’
showed that the 2013 revelations had spurred an interest in knowledge of digital security, but that
more awareness of the issue is needed on a global scale to ensure that journalists are able to carry
out their work ‘as securely as possible’ (UNESCO, 2014: 51). According to the report, ‘laws and
policies are not keeping up with the rapid pace of technological change’, which consequently
leads to a complicated situation for journalists. Moreover, it states that there is a lack of political
will to address crimes against journalists and that the ‘political and legal challenges facing
journalists include ambiguous and opaque laws around data retention and surveillance’
(UNESCO, 2014: 54).

Initial findings from a forthcoming UNESCO report (Posetti, 2015: 14) suggest that the legal frameworks
that (should) protect journalists’ sources internationally are under ‘significant strain’ in the digital age.
The report calls for them to be revised, strengthened or indeed introduced where they don’t already exist,
and it proposes that journalistic work should be shielded from targeted surveillance. The study found that
legal source protection frameworks are being (actually or potentially) ‘Eroded by national security or
antiterrorism legislation’ (Posetti, 2015: 14).
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As we have seen, there is awareness at the official level of issues for journalists arising from surveillance
and other means of intercepting digital communications which can have complications for the ability to
protect anonymity online. Legally however, journalists’ source protection, although enshrined in the
ECHR and stated as an ‘obligation’ as per the PCC, can become complicated if it clashes with other
public interests and may result in poor protection, if any. The following chapters will present the original
research, which addresses these issues from the point of view of journalists, whistleblowers and those
involved in the education of journalists and information security.
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CHAPTER 4: SURVEILLANCE AND ITS
IMPLICATIONS FOR JOURNALISTS AND
WHISTLEBLOWERS

The presentation

Each theme will be presented through a summary of the findings and paraphrased quotes, as well as
examples from the transcripts. Although a number of questions were posed during all interviews, some
were individually tailored to each interviewee. Similarly, not all themes were relevant for comment by all
respondents, and so the presentation of each theme has been tailored accordingly. Where there was a need
for including the question, it has been marked ‘Q’. The interviewees are labelled differently because a
number of them wished to remain anonymous. Where this was the case I consulted with them on how
they wished to be identified and took care not to reveal details of their names and publications in order to
avoid socalled ‘jigsaw identification’. For the journalists who did not want to remain anonymous,
however, certain details may remain in the data (such as publications or stories). However, for the purpose
of presenting the data consistently, the five journalists’ names are all anonymised and labelled as
Journalist A to E as per the methodology and Appendix A. The interviewees representing the
whistleblowers, educators or infosec professionals did not express a need to remain anonymous, and so I
cited them using their surnames. I will begin by discussing some pertinent points which came out of the
interviews before the main themes are discussed.
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Who is this relevant to?
Not all journalists engage in investigative reporting or similar work. For that reason, the level of influence
of surveillance on the work of journalists varies. Moreover, it was remarked that a large part of
investigative work today is conducted by NGOs and other organisations as opposed to the news media.11

‘It's worth mentioning that most journalists are not dealing with sources. They're not dealing with Deep
Throat in a parking lot. They're dealing with other editors and press releases and public, ontherecord
sources and other things like that. It just comes up once in your career maybe for these people. But
investigative journalists need to be aware of these things.’ 
(Journalist D)

‘Seventy per cent, roughly, of investigative reporting is not done by the media. 
(McFadyen)

Targeted or not, surveillance is surveillance for journalists
Although it is important to distinguish between various kinds of surveillance (as seen in the definitions
section), the discussions showed that for journalists and their sources, it all merges into one issue: the
potential for having their communications intercepted by either the Government or other bodies, such as
private investigators or hackers hired by an employee, or inhouse hackers at radical organisations they
are investigating. Similarly, it was observed that certain radical organisations which are under
investigation can have their own hackers targeting the journalists’ computers and devices. For example,
one respondent said that they were currently investigating a radical group in another country: 
‘...and

11

I will not include an indepth discussion here on the reasons behind this, although it should be noted that
media scholars have noted a crisis within traditional news media due to a lack of funding for the production
of content, which results in socalled ‘churnalism’ partly because of the move to instant news and free online
news outlets. Therefore less time and resources for investigations and pressure to publish a large amount of
content instantly online, has been referred to as the primary concern for journalists today (Curran, 2011;
Fenton, 2009; Davies: 2009).
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because of the nature of that, for the people that we are looking at we use Tor12 , because [name of the
radical group redacted] has its own hackers, and there is obviously their government also surveilling.
(Journalist C)

In terms of the role of anonymity within journalism, the discussions showed that just as we have seen in
the legal framework, it is a cornerstone of the trade. During interviews, the journalists agreed that,
although it might not happen on an everyday basis for everyone, being able to provide anonymity to
sources was imperative to what they do, at least when it comes to those involved in investigations. For
example, one journalist said: 
‘Sometimes in order to get the story, you have to grant protection and
anonymity to a source.’
…
‘The principle of protection of sources is fundamental. … Many people's lives
are at stake if I was to name them. 
(Journalist A)

It was noted that whether it is a highprofile case like the Snowden revelations or a leak about abuse at a
care home involving NHS staff, sources are vulnerable and can find themselves in great danger, and those
working with whistleblowers are concerned about journalists’ ability to ensure their safety: 
‘The sources
expose themselves in the first minute of their contact with the journalist, and that's still a very dangerous
area.’ 
(MacFadyen)

‘I'm not a journalist, I'm a whistleblower, but at the same time I can see how important it is that people's
information is kept secure. It's basically like giving away your source. If you don't keep your information
secure, that's what you're doing  you're giving away your source.’
(Chubb)

This finding is also central to this study, as it is related to all the themes presented below.

12

Tor is a socalled secure browser used to remain anonymous online.
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THEME 1  THOUGHTS ON THE IMPLICATIONS OF SURVEILLANCE ON
THE DAY TO DAY WORK OF JOURNALISTS

The discussions with the journalists and whistleblowers showed that to some extent, the Snowden
revelations have increased worry about mass surveillance, and having one’s communications picked up
suggesting a shift in the way journalists think about surveillance and their own relationship to online
privacy and information security. It was remarked that the revelations were not news to all, but that the
majority were thinking about mass surveillance considerably more now than before July 2013. This seems
to have contributed to an increase in demand for information security tools and knowledge, often referred
to as ‘infosec’ (this will be discussed further in the next chapter). For example:

‘The Edward Snowden revelations changed the whole thing. It shook the world of communications and it
opened our eyes to just how vulnerable we are.’
(Journalist A)

Q: Have the Snowden revelations changed people's attitudes towards this?
‘Some people, radicals and people who have a serious critique of society, I think those people understood
there were problems. But Snowden sharpened the perception immeasurably, and they realised they had to
do stuff, so for example, now, when we run classes on encryption, a lot of people come.’ 
(MacFadyen)
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How do journalists relate to mass surveillance at work?

I asked all relevant interviewees whether or not they had considered that their digital communications
could be eavesdropped on, through either mass or targeted surveillance, when they went about their work.
The answers were mixed, although the majority had to some extent considered it. The examples below are
a selection of those answers.

‘Yes, I think you have to these days. It's changed enormously, and during the course of my career I've
seen this change.’ 
(Journalist A)

Journalist E said that this was more of a concern prior to taking up their current position within
environmental news media, when they had been reluctant to show that they were engaging in subversive
‘counter political’ conversations and content online, for fear of being added to a government watchlist
for dissidents: 
‘But I've kind of stopped worrying about it now, because I'm so obviously a subversive that,
hey, you know, if I'm doing this job and I'm doing it properly, I'm getting up lots of people's noses, and
that's the point.’

This was also a concern for journalist C: 
‘
When the NSA leaks came out, then I sensed, or maybe I got a
bit paranoid, but when looking at Wikileaks and stuff, I'd always use Tor rather than just Google because
they always say that people that go to Wikileaks' website end up on target lists. I don't know if that's true
but I just ended up using Tor. … Also if I'm researching something about surveillance, that's when I
usually go to Tor, or even when I'm reading about terrorism. I'm quite paranoid, because my surname is
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[MiddleEastern surname redacted], and I don't want the police to knock on my door. Because you know,
a lot of people have gone to prison for just reading about terrorist material.
’

McQuillan said that it hasn’t sunk in yet for most journalists and that they don’t think they have anything
to hide: ‘
As if only the edgecase of hardcore investigative journalism has to pay attention to
surveillance.’

Moreover, McQuillan noted that there are potential negative implications as privacy in communications
diminish: ‘
In fact, the pervasive removal of privacy in communications will have an intensely corrosive
effect on journalism as a whole.’

How do whistleblowers relate to surveillance?
‘In the work that we do, we speak to thousands of whistleblowers across the sectors 
—
healthcare, army,
it can be from any sector 
—
and you have to make sure that all your documentation, your emails, etc. are
all encrypted. I'm not technical, but luckily we have people that are. So they make sure everything is
encrypted. 
…
[since] we know that we are probably a target.’ 
(Chubb)

Chubb said that whistleblowers come to her organisation for help, because it is frightening to go to a
journalist, partly due to concern about the safety of online communications, but also mistrust of certain
journalists: 
‘There is a real need for people to have somewhere to go like us, because they do not want to
contact the press, because they've heard that sometimes journalists are spied on and that it's not safe. … I
only use trusted journalists that will protect the whistleblower's identity … and that has to be
guaranteed.’
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This indicates that there is a fear among whistleblowers of surveillance of journalists, and indeed
themselves, which, as we will see later, may have implications, such as a reluctance to get in touch with
the press. However, according to McQuillan, whistleblowers can also have an advantage over journalists,
as they are more aware of the dangers, although these dangers grow as new surveillance techniques
develop. 
‘The problem is, as surveillance nodes multiply 
—
Facebook, our smartphones, Barbie 
—
any
conversation becomes potential whistleblowing.’

THEME 2  DOES ANXIETY ABOUT SURVEILLANCE MAKE JOURNALISTS
AND WHISTLEBLOWERS HOLD BACK?
The discussions also explored the respondents’ own opinions on whether awareness of surveillance, due
to fear of being intercepted, could make journalists and whistleblowers ‘hold back’, such as bring a sense
of reluctance to pursue certain stories, or in the case of whistleblowers, make contact with journalists. It
should be noted that there are limitations as to how much this can be ascertained through this study in
terms of what someone actually 
does
, since the replies are based on the respondents’ opinions about their
own behaviour, which can be problematic to assess. Nevertheless, I would argue that the respondents’
own thoughts on the matter, both as journalists and experts in the field, should still be considered a
relevant addition to a larger discussion on how the surveillance society operates and how it affects its
citizens.

As it turns out, questions related to potential selfcensorship due to surveillance generated a range of
opinions and thoughts on the matter, as well as an example of how this has played out in real life.
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One interviewee said they felt 
‘a bit strange’
discussing the matter and expressed that there was little
information and public debate about surveillance, and that this could result in confusion, fear and worry:
‘It's not something you see, and you don't necessarily talk about it. The fear of it is almost like, you think
to yourself at times that you're just being paranoid, nutty. It's interesting, because you don't see it, but I
think if you don't speak about it, it will happen more. Because it was hidden, there is like, ‘what else could
they hide?’, and it's not like they stopped or explained it properly or anything, so I think for that reason,
people get worked up.’ 
(Journalist C)

Q: What effect do you think this might have on you? The way you go about your work?
‘
It makes you a lot more cautious. I am much more cautious with the things I out on email for example. I
think most people in the early days of email thought “This is wonderful! Let's fire off messages and jokes
and share things”. ... But you know, emails never die. They never go away. You hit 'delete', but you're not
deleting them at all. Once it's out there, it's out there forever.’ 
(Journalist B)

Two of the respondents said surveillance probably wouldn’t make journalists hold back. One said this was
because what journalists do is publish, and so they have no reason to hold back:
‘
So actually journalists want to get it out there. Being surveilled frankly isn't going to tell the people
doing surveillance anything they can't see just by reading people's articles.’ 
(Journalist E)

Q: Do you think it might affect journalists’ inclination to pursue certain stories?
‘No, I don't think so. I mean, I do think there are lots of good people that would rather go to jail and
possibly even die to tell a story that's worth telling.’ 
(Journalist C)
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As seen here, the opinions about whether journalists are likely to hold back because of the fear of
surveillance varied. Regarding whistleblowers, the response was different. While one respondent said that
whistleblowers do not have any reason to hold back, and noted that there is a lot of paranoia around these
issues, Chubb was neither scared nor more reluctant to approach journalists. Nevertheless, Chubb also
remarked that the feeling of needing to blow the whistle may be stronger:

‘I can remember the first approach to a journalist as a whistleblower myself. I mean we were daft, I didn't
know what to expect. I was terrified.’ 
(Chubb)

Q: Did you consider mass surveillance then? (Following up on the above)
‘Of course, you do think: “Would they spy on you? Would they tap your phones?” A lot of whistleblowers
consider that, especially if it's a big company and you are harming their reputation. … But at the same
time, for us, and for myself personally, it crossed my mind, but I thought, “well, I'd already been through
the fear barrier because of what had happened to us”, and I thought, “either way, I don't care if they spy.
If I find out about it , I’ll make such a stink. I will take it to Strasbourg or something”.’

One journalist gave another example of how this had played out in reality.
‘The documentary I am working on now, we had this case study that we wanted to interview, but she was
part of some government scheme. At first she was really keen on talking to us, but then, the day we were
supposed to go meet her, she wouldn't pick up the phones or Whatsapp messages. And we think it was the
police or someone from the government who had told her not to speak, and probably our producers'
phone had been tapped. She was so keen, but on the actual day, we saw that she was reading the Watsapp
messages, but she wouldn't reply or answer our phone calls.’
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The respondent adds that they never heard from the source again. We cannot know what the reasoning
behind the source’s decision was,
nor is not necessarily indicative of a wider society. However, the

journalist’s account helps to paint a picture of the difficulties whistleblowers can face and how
surveillance anxiety may figure in it. Exploring this with Chubb, it was remarked that some sources have
shown reluctance because of surveillance.

Q: Do you think it can affect the inclination of whistleblowers to get in touch with journalists?
‘
Yes, that has come up. People are reading things and go “Oh, they spy on journalists, so it's not safe”.’

Furthermore, Chubb said that people had approached her asking how mass surveillance affects the work
of her organisation and potential whistleblowers. According to Chubb, there is concern among the general
public as well:
‘
We were at London Pride on Saturday in support of Chelsea Manning, and we had a big banner in
support for whistleblowers, and this came up. … They say “what do you do with all this spying that goes
on? We all know that they spy on people. What about if someone rings you? Will they be secure if they
ring you?”’

Considering this in the light of the notion of panopticism (Foucault, 1977, Lyon, 2006), there appears to
be some anxiety about mass surveillance and potential targeted surveillance among both journalists and
their sources, yet whether that makes them more docile citizens, less likely to blow the whistle or pursue
certain stories, or in other ways engage in subversive behaviour, is not something that can be determined
here. What we have observed however, is that some journalists and whistleblowers think that it does. I
would argue that, regardless of the fact that citizens do in fact partake of surveillance technologies in
today’s surveillance society, mass surveillance can be a means for governments to impose soft power on
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journalists and stop potential whistleblowing for fear of being exposed. As Foucault (1977: 201) argues:
‘
The Panopticon is a marvellous machine which, whatever use one may wish to put it to, produces
homogeneous effects of power’.
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CHAPTER 5  THE STATE OF INFORMATION
SECURITY FOR JOURNALISTS AND THEIR SOURCES

THEME 3  INFORMATION SECURITY SKILLS AND A SHIFT TO DIY
EDUCATION
There was an overall opinion among the interviewees that journalists and whistleblowers have poor
knowledge of information security. While some called for support and initiatives from a higher level, such
as the UN, the Council of Europe or the NUJ13, or for information security to be included in the
curriculum for the higher education of journalists, others did not think any such measures were necessary,
as media organisations could provide this knowledge to the few investigative journalists who need it.

One journalist said that there is little understanding of how cyber security works in the newsrooms, and
that turning this around would mean a great deal of change to keep up with technological advances. 
‘To
paint a widesweeping policy that everyone has to adhere to would mean a vast amount of education and
a vast amount of revolution of how journalists work. There are quite a few, but there need to be a lot
more, of digitally savvy and dataliterate journalists, but I think we are not quite in that world yet.’
(Journalist B)

13

Note here that the NUJ has, as we have seen, organised some training together with the CIJ and are
linking to the CIJ’s Infosec for journalists ebook. However, it should be mentioned that none of the
journalists I spoke to (apart from MacFadyen) mentioned having seen this.
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The two journalists who had recently come out of higher education said their training came from
initiatives from people who had spotted a gap in this area. For example, one said: ‘
We had a guy in our
class who used to work at Interpol who did an additional class for us in his free time.’ 
(Journalist C)

On the supply of infosec training for a Digital Journalism MA, McQuillan said: ‘
I am not sure what there
is in the mainstream syllabus. I offered it because I think it's important and I was in a position to do
something about it. I organised a cryptoparty at Goldsmiths and then a cryptofestival. These were events
based on peer education: eachoneteachone’.14

There is no scope here for an indepth discussion of the higher education of journalists and related policy.
Instead, I will look at what the situation looks like today for journalists who wish to acquire information
security skills and tools for protecting their communications from being picked up on by mass or targeted
digital surveillance.

Hacks and hackers  Journalists and whistleblowers team up with the tech community
The discussions revealed that most journalists acquired their information security skills from the socalled
‘tech community’, meaning software developers and others with technical skills who participate in the
development of new software and tools. Through organising various events such as the Meetup group
Hacks and Hackers15, but also smaller, more independent initiatives, the journalism community (the
hacks) and the tech community (the hackers) converge to learn and share skills and knowledge. This, it
was suggested during the discussions, is because the training of journalists from media organisations and

14

More information on these events can be found via the following links:

www.eventbrite.co.uk/e/goldsmithscryptopartytickets6633606295
;
www.cryptoparty.in/london_cryptofestival
15

Inperson events set up and organised online via the website Meetup.com
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higher education has not caught up with trends in technology, leaving journalists to find other routes to
gaining the necessary information, in a doityourself or ‘DIY’ fashion. At such infosec events journalists
get help setting up tools such as PGP encryption, the operating system Tails (The Amnesic Incognito Live
System) and Tor for secure browsing. The events are informal and take place in a pub where you can
show up with your laptop and team up with a hacker, but can also be carried out in a more organised
form, such as those run by the Logan Symposium and the CIJ, or as we have seen above by individuals in
higher education as extra curricular activities.

It seems then that such events are currently the only way to get help with these skills. On this note,
MacFadyen argues that 
‘.
..
all governments are hostile, we have no allies except other hackers.’

This could also apply to training from the media organisations. For example, one editor said that they had
felt the need to look outside their organisation for new infosec skills for themselves and their team:
‘...we
have gone to sort of Mysociety events and talked to people from a data and legal background … To be
honest, it's probably not the best, but it's all very selftaught.’ 
(Journalist B)

Another issue which came up is that even though some journalists and whistleblowers are starting to get
more knowledgeable in the area, the reality is that whistleblowers, which could be anyone from all areas
of society, are often not, suggesting that highprofile cases such as Snowden are not representative of the
majority of sources.

‘The biggest issue, I think, in my sphere is that the type of people who are really into whistleblowing, or
the type of people who are willing to communicate, actually don't tend to be very datasavvy people to
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begin with, so it's not like they are looking to the underbelly of the web to get us the information. They
only know of the very traditional ways.’ 
(Journalist B)

However, it was remarked that journalists’ sources are finding their way to these gatherings of the tech
community also, albeit in smaller numbers:

‘The Logan Symposium last year at the Barbican had a crypto bar where people just take their equipment
in and have it encrypted, which was very handy, because we advised a lot of whistleblowers to come
along to the stall. … And they all took the equipment down and had it encrypted. It was great.’ 
(Chubb)

What information security tools are being used?
One of the people involved in running such ‘crypto bars’, however, expressed that more secure tools are
needed, and that there has been a lack of response to the issues also from the tech community, partly
because software takes time to develop:

‘What we don't really have is a kind of coherent response to the needs of journalists. … At the moment we
are basically working with a set of tools that people developed from the 1990s onwards, based on
perceived needs or perceived threats, and we didn't know very much about what's actually out there
surveillancewise. Now we know a lot more, we probably need a new generation of tools based on that.’
(Rogers)16

16

Rogers is a computer scientist who has been involved in the infosec training of journalists at the CIJ. For
more on the interviewees, see Appendix A.
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In terms of what infosec tools journalists seek currently, according to Rogers, it is predominantly PGP
encryption, Tor and Tails  which integrates Tor with PGP encryption. These are used both for source
protection and to hide an IP address when researching certain stories, companies or government bodies.
This is because of a fear of the subjects being able to trace those searches back to the journalists. In this
case journalists may use the secure browser Tor, and continue searching as usual with for example
Google:

‘So anyone watching you only knows that you are connected to something through Tor, but they don't
know to what, and whoever you are connected to, says Google, just knows that somebody from Tor is
connected to them, but they don't know who it is.’ 
(Rogers)

It was also said that the secure ‘drop boxes’ which some media organisations use (for example Wikileaks
or the Guardian’s ‘Secure Drop’) are built largely on the same principle as Tails, which, MacFadyen
argues
,
if properly configured, is 
‘as close to the best method we know of anything’.

Some journalists, however, do not have any information security skills and do not know where to find
them. Even Greenwald has expressed (as cited in Lee, 2013) that encryption is not userfriendly, as he
explains how he had difficulties setting it up in order to communicate securely with Snowden. For unless
you have access to (and indeed knowledge of) these events, setting up encryption and other tools merely
by finding the information online could be a complicated and daunting operation. We will return to this in
Theme 5.
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THEME 4  BACK TO BASICS  ADOPTING NEW / OLD METHODS

As we have just seen, there has been an increased interest in adopting new infosec skills for journalists
since the 2013 revelations. However, journalists have also adopted new (and in some cases reverted to
old) offline methods of communicating. This mostly involves meeting in person, but also includes the use
of prepaid mobile phones, as well as handing over printed documents as opposed to sharing them
electronically, or a mixture of new and old infosec measures (such as encryption first and then meeting
facetoface in a park). While some of these methods had always been practiced to an extent, it was
remarked that they have had a comeback since 2013, which had reinforced various traditional methods.

‘You resort to traditional means of talking to people facetoface. You would use disposable,
nontraceable phones, although that's not perfect, it's back to ‘one use only’ disposables. And there are
obviously, for those that know how to do it, ways of encrypting emails and so forth, so that you can talk to
people in discreet ways. Traditional means of communication, handwritten, etc., actually becomes a much
more secure process than electronic communication, like writing a letter.’ 
(Kirby)

‘So this investigation that we helped work on … the source gave it in a print out. It was a print out list of
coffeestained, crumpledup and writtenallover documents.’ 
(Journalist B)

Chubb said that she always recommends meeting facetoface if the case is sensitive, which was standard
protocol within the organisation: 
‘I always say to people not to send too much information in an email. …
“I'll meet you and we'll speak or if you're in the North or somewhere, I'll get somebody else to meet you,
that I trust”.’ 
(Chubb)
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However, it was also said that encryption was used within the same organisation.

‘... What's interesting of course is that so many reporters are now reverting to “Cold War methods”,
which means you go and meet in the park. You meet in a restaurant somewhere. You don't do it on the
telephone.’

Expanding on this, MacFadyen said that for those who know the technology, the CIJ advocate using Tor
and encrypting methods. However, they also pointed out that in some cases digital communication is too
dangerous, and so people are going back to writing letters and delivering them by hand. In this case, the
advice was:

‘Firstly, never call from your home phone. Never call from your office phone or your office or your own
computer, or anybody you know. You go to another town and you find an internet cafe without CCTV
camera and you can speak from there. But briefly, you can speak. Make the connection and then meet
privately.’ 
(MacFadyen)

It was also suggested that even intelligence agencies are reverting to seemingly dated technologies.

‘… The story is that the Russian Army is getting rid of computers and going back to typewriters, because
the Americans can't get into their typewriters. And I think that the Americans must be doing the same, so
the whole thing is insane.’ 
(MacFadyen)
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During some of the interviews, responses to the questions on whether it is possible to provide anonymity
at all were contradictory, even sometimes within the same sentence. While a respondent may have said
that encryption is safe, they might also express concern over whether or not one can be completely sure.
Following such discussions, the respondents could move on to saying that it might be best to meet in
person instead. If we add this to the fact that in other discussions there was also concern about the safety
of various digital infosec tools (more on this below), and the difficulty of acquiring such skills in the first
place, a picture of a rather poor state of information security for journalists starts to emerge. I will return
to this in the final discussion. Considering all these elements, it seems both journalists and whistleblowers
are ‘fumbling in the dark’, confused trying to find their way around a complicated environment, and that
the safest way to meet is to take a long list of precautions both online and offline. This can meanwhile
have detrimental implications for the safety of their sources. Moreover, I would argue that although old
fashioned methods may seem like the obvious way to avoid digital surveillance, actually doing it is today
more complicated than it was in the past, if we consider the notion of a society constantly engaged with
surveillance (Lyon 2007; 2009; 2014). For as we have seen, we communicate in a different fashion in
today’s digital age, and going entirely offline is not always an option (if at all). This means that these
oldschool methods come with a whole new set of hurdles: most communications are made not by letter
or telephone but email, social media or texting apps on our smartphones. This, in addition to the explosion
in the capacity of data storage, not to mention CCTV cameras, means that if we do want to do anything
incognito today, we need to consider a whole new set of ways to disguise ourselves and our
communications than, say, what Woodward and Bernstein needed to consider while uncover the
Watergate scandal back in 1972.
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THEME 5  PROBLEMATIC NARRATIVES ABOUT INFOSEC TOOLS

As Lee (2015) argues, encryption has become a quick fix for surveillance issues:
Time and again, people are told there is one obvious way to mitigate privacy threats of all sorts,
from mass government surveillance to pervasive online tracking to cybercriminals: Encryption.

However, during the interviews, it was said that PGP and Tor are complicated systems for laymen and not
userfriendly: 
‘I think something that people who develop encryption tools have to accept is that PGP is
unusable. It's never going to be widely adopted. … It's easy if you use a UNIX terminal and you know how
to programme and things, but it's not easy to set up and it's not easy to use. So journalists will never
widely use it and neither will their sources. So some better tools need to happen.’ 
(Journalist D)

This also applies to whistleblowers who are not technologically savvy: 
‘
You see a lot of journalists now
with their PGP fingerprint on their Twitter bio. It’s such a complicated thing, PGP. It's one of the main
reasons it’s unusable. What's a PGP fingerprint? How many sources are gonna know what a PGP
fingerprint is? “Ok, I've got your fingerprint. What do I do with it?” The fingerprint is a way to find your
PGP key; it's not your key. Once you've got the key, you still need to encrypt the email with the key, and
how does one do that? So unless you've got your own PGP, how do you use it?’
(Journalist D)

The same journalist said they themselves had found it difficult to set up PGP, despite having some
knowledge of computer science: 
‘...the fact that you have to go to one of those parties, spend an entire
evening to learn to use PGP, indicates that it's not gonna reach more than five to ten percent of
journalists ever using this tool.’ 
(Journalist D)
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This suggests that the way these information security tools are discussed, and considered, is problematic.
Moreover, I would argue that tools such as encryption can provide a false sense of security, and can be
used to argue that digital surveillance is not a great issue if one would only make an effort to learn some
new infosec skills. To illustrate this, I propose that encryption is like a kind of ‘virtual padlock’, which
functions in ways many cannot understand.

And there is a danger, I would argue, in putting too much focus upon new developments in the work of
journalists and their use of encryption and secure browsers. This is because this group of journalists is not
necessarily representative of the wider workforce. It also has implications for those who are not
sufficiently technologically adept. This could be, for example, having grown up in a preinternet society,
meaning that they might find themselves excluded or falling behind. Meanwhile, a new trendy group of
people who are interested in going to Meetups and pub gatherings advertised on Twitter with hackers in
the evenings will progress. Another issue is that if the sources don’t have the same tools, it means little for
their protection that a journalist does have them. Therefore, while Kaye argues for encouraging the use of
encryption tools and increasing digital literacy (2015: 21), such advances are far away in the case of
journalists and whistleblowers on a wider scale as we have seen here, also taking into account the study
(Pew 2015: 8) which showed that a mere fourteen percent of journalists had used encryption.

The issue with smart phones
Another problematic figure in this discourse is the smartphone. According to Rogers, although there are
some encrypted messaging tools available, the technology community has not caught up with infosec
tools for smartphones compared to those for emails, laptops or stationary computers. Smartphones are
vulnerable to being hacked just like computers.
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Q: What about information security on your phone?
‘My major concern with that is that still, all the phone operating systems and all the phone hardware
really are much less well studied and less well audited by the open source security community. … So if
you get an Android phone, it's quite possible that there are back doors into it that have been installed by
the phone company, or installed by malware or whatever, and there's not really very much you can do to
it if that's the case.’

Journalist A also noted that phones are not at all safe: ‘
Now, your mobiles are very vulnerable. We saw
that recently with the discovery of these ‘Stingrays’17. … These things are all around London, and it
means any phone can be intercepted at any time if it's within the area. … There's a lot of concern about
these things.’

Another issue is that of the smartphone’s location settings, which unless journalists and whistleblowers
take care to switch them off (or to be completely sure, not bring it at all) can be used to track their
whereabouts. Consequently, unless journalists and whistleblowers are aware of this, anonymity cannot be
guaranteed (as argued by Rusbridger, NUJ, 2014).

How safe are these tools?
Continuing with the topic of safety, I would argue that it is difficult for people who lack the necessary
computer literacy to assess the level of security of these tools. I noticed that throughout the interviews, the
consensus seemed to be that PGP was secure, yet some could not explain how it works. They based this
opinion on what they had heard from hackers and experts in infosec, and they seemed to trust it, without

17

Stingrays are tools for intercepting mobile phones, reportedly used by the police in the UK (BBC, 2015)
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having the skills or necessary knowledge to verify this on their own. However, it was also acknowledged
that there are ways for hackers to break encryption, noting that absolute anonymity cannot be guaranteed.
For example:
‘
All the experts seem to accept that PGP is completely secure, or as secure as you can expect. No one's
proved that it doesn't work yet, but you never know. But PGP is up there with some of the most trusted
tools.’ 
(Journalist D)

Q:
Do you feel safe when you use Tor or encryption?

‘
Yes, relatively safe. I've read that the US military and government, have found a way around it if they
want to, but that's only to track down criminals. So if I'm just reading stuff on Wikileaks or researching
stuff, I don't think anyone is going to go through that, so I feel that for my purposes it's safe.’
(Journalist C)

Human error is also a factor here, which strengthens the argument that these tools can be both unsafe and
have poor usability, as Rogers noted:
‘It's very easy still to just forget to tick this [points at padlock icon] one time. … So although the
encryption itself is sound, the usability issues mean that the whole system is less sound.’

I would argue that there is no way of ensuring absolute anonymity today, yet it should be remembered
that the respondents agreed that being able to provide anonymity to their sources was a fundamental part
of their work, at least for investigative journalists, which suggests a discrepancy between the 
reality
and
the 
theory
of their work. To explore this further, the following quote is an example of how some
responses were ambiguous, as on the one hand the respondents could say that it 
is
possible to ensure
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anonymity, or that encryption 
is
safe, yet on the other hand note that there is no guarantee, sometimes in
the same sentence:

‘
As far as we know, PGP is secure. However, intelligence services have been interfering with encryption
at all levels, from mathematical institutes downwards. Tor, as far as we know, is secure. “Tor stinks”, as
the GCHQ said, but it’s also under attack, e.g. hijacked exit nodes 18.’ 
(McQuillan)

Q: Can journalists protect their sources' anonymity today if using digital communications?
‘
Yes, but there's no such thing as absolute security.’ 
(McQuillan)

Also MacFadyen notes that it can be possible to decode encrypted messages, although it is highly unlikely
if used intelligently and carefully, also noting that human error plays a part. In contrast to the majority,
one respondent did not trust any such tools:
Q:
Have you used email encryption? Or secure browsing?

‘
No, I mean, I really don't make use of such things. … In terms of the security agencies, if they want to
keep track of me, frankly, I don't think I've got a hope anyway.’
(Journalist E)

And returning to Snowden for a moment, although he has said that learning how to use encryption is the
safest way to sidestep digital surveillance, also he has expressed that there are security issues with this,
further illustrating the ambivalence in this discussion:
‘Encryption works. Properly implemented strong crypto systems are one of the few things that you can
rely on. Unfortunately, endpoint security is so terrifically weak that NSA can frequently find ways around
it.’ 
(Snowden, 2013)
18

Law enforcement and Intelligence agencies have been working to break the anonymity of Tor and
deanonymize Tor users (Paganini, 2015)
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Final discussion and additional findings
There seems to be a discrepancy between the occasionally glorified world of hacks and hackers
encrypting files and using secure browsing, and the reality of the daytoday life of the majority of
journalists and indeed whistleblowers. This means that simply calling for a need to ‘gear up’ on your
infosec knowledge, although relevant, and arguing for increased use of encryption for all, provides a
discourse which is problematic, as it is not inclusive of those parts of society which is far behind such
technological advancements, perhaps more so than people ‘in the know’ are aware of, or even consider.

While it is true that encryption largely concerns communications, this virtual padlock, (just like the icon
in the email function) even though you might have had help in setting it up, if you don’t understand how it
keeps your information safe, how can you guarantee its safety to another person? This, then, is in conflict
with the idea that journalists should be able to protect their sources, as was also expressed in the
interviews by Chubb and MacFadyen, as well as in the official discourse, and even as an obligation in the
PCC code. Secure browsing and Tails have a similarly problematic narrative to that of encryption. This is
partly because for those new to information security tools, who find this knowledge by themselves online,
a great deal of trust in the tools and their developers is needed in order to feel secure using them. Taking
myself as an example, although Rogers explained to me how it works and how to set it up, I was reluctant
to download Tails after reading a post on the website urging the user to upgrade to Tails 1.4.1 as soon as
possible, because of ‘numerous security holes in Tails 1.4’. (Tails, 2015) Perhaps to a computer scientist
such security holes are common and minor, but I would argue that it all adds to these tools feeling unsafe
to those unfamiliar with their construction and functionality.

53

It seems, then, that there are considerable limitations to what these tools can do to shield the identity of
the users, at least if one wants to be able to guarantee this to a source. These limitations, however, are not
expressed as much as the positive side of the tools, giving a rather skewed impression of what they can
actually be used for. Moreover, as we have seen, even if these tools successfully anonymise the content
of an email, they may not remove the metadata generated from two people having communicated in the
first place, which I would argue contradicts the argument that more infosec tools is
the
answer to
combating surveillance. Also Rogers expresses concern about these limitations:

‘It doesn't do anything to conceal who you're talking to, which quite often can be more sensitive than
what you are saying. If you're talking to one person in some NHS organisation, and then there's a leak
from someone in that NHS organisation, they are going to know it's the person who’s been emailing a
journalist using PGP, so it doesn't really protect you, or them.’
(Rogers)

On this note, Chubb also argues that if whistleblowers and journalists cannot be sure that no one is
intercepting their communications at any one time, anonymity cannot be guaranteed, which may deter
them from getting in touch. This might sound selfevident, and yet it is indicative of the contradictions
which make the discourse around infosec tools so problematic. Considering what implications this could
have for journalists and their sources, the answer, I would say, is that if the involved parties are unaware
of the danger (examples of which we have seen here), how can they even begin to protect themselves and
others?

Considering this in the light of Deibert’s (2015) notion of how the citizens of the surveillance society as
described by Lyon
(2007; 2009; 2014) today find themselves immersed in technology and surveillance, a

picture of journalists and potential future whistleblowers losing control over their ability to converse
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safely in a world that is increasingly lived in and run by the digital sphere starts to emerge. And adding to
this, the awareness of intelligence services’ intentions to ‘Collect it all’ as the NSA Director General has
famously stated (Greenwald, 2013) in the documents leaked by Snowden. For as Deibert (2015: 9) notes:

‘Within the span of a few decades, society has become completely dependent on the digital
information and communication technologies (ICTs) that infuse our lives. Our homes, our jobs,
our social networks 
—
the fundamental pillars of our existence 
—
now demand immediate
access to these technologies’.

These findings raise questions about what the future holds for journalists in terms of independence, and
what their role in society will be if they are unable to connect with sources without the interference from
the state. There may be the kind of implications usually ascribed to authoritarian societies where the press
is ‘muzzled’. To return to the ambiguity observed by Lyon (2007: 5153) of Orwell’s depiction of a
seemingly authoritarian regime in 
Nineteen EightyFour
, it seems to me that the notion of a free press in a
modern democracy is equally ambiguous, and discussions related to this are ironically subject to a kind of
‘doublespeak’

To return to the core inquiry of this project, as my accounts of the discussions have shown, mass
surveillance and targeted surveillance techniques bring new dimensions and complexity to the ability to
provide anonymity for journalists’ sources. On this note, I would like to present two final quotes from the
interviews that comment on the implications of this for journalists, their sources and the role of journalism
in society at large:
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‘I am horrified that The Guardian was spied on, and journalists are the frontline. That's what makes us a
free country 
—
that we have an absolute free press. But I think that's under attack by the hour, with mass
surveillance. And the core of whistleblowers and journalists and working with both is that whistleblowers'
information is kept as secure as possible by the journalist. So no, absolutely no guarantees.’ 
(Chubb)

‘I think the first reality is that the potential now exists for the total abolition of privacy. There is no
privacy. Whether they exploit it now fully or not is another matter. We don't know, because that's a
mysterious world where all the people who make their public comments are liars, professional liars. To
dissemble and to subvert what we know they do, because what they do is largely, in many places, illegal,
and certainly very dangerous to a free press.’ 
(MacFadyen)
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CHAPTER 6: SUMMARY

This study has investigated the implications of increased surveillance measures on the work of journalists
and their sources. It has shown that hinderance to the ability of journalists to provide anonymity to
sources, caused by mass surveillance and the fear of targeted surveillance, has up to a point been officially
acknowledged by the Council of Europe and the United Nations. Furthermore, the ability of journalists to
provide anonymity to sources is legally protected, in some places an obligation, and widely acknowledged
to be a pillar of the journalistic profession. However, the laws and codes of practice that protect
journalists’ sources have failed to take mass surveillance into account, and are therefore outdated,
demonstrating the need for an update in policymaking. Journalists are left to find alternative solutions to
this problem, as the legal framework is of little help in preventing all their communications from being
swept up by the current mass surveillance measures.

In terms of how journalists personally relate to mass surveillance and its implications for their work, the
discussions showed that to some extent the Snowden revelations have increased their anxiety about mass
and targeted surveillance. This has brought with it an increase in interest and demand for information
security tools and knowledge among some journalists, particularly those involved in investigatory work.
Journalists were anxious about their ability to provide anonymity for sources and fearful of being marked
as dissidents or even terrorists as a consequence of researching certain topics online. Respondents
believed that these fears can also make whistleblowers hold back and avoid making contact with
journalists. This can have a detrimental effect on the ability of journalists to pursue certain stories, and
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consequently, their ability to perform their designated role in a democratic society as disseminators of
information is diminished.

Painting a picture of the current state of information security, there was an overall feeling that journalists
and whistleblowers having poor knowledge of infosec tools and methods, but at the same time they
expressed a need to be able to ensure absolute anonymity. To combat this, some journalists and
whistleblowers have since the 2013 revelations begun to team up with people in the tech community, or to
find the information for themselves online, partly as a result of a lack of options for acquiring such
knowledge from higher education or media organisations. Moreover, there was confusion about the safety
and usability of infosec tools, as well as when and to what extent they were needed. Consequently,
journalists and whistleblowers, crippled by a fear of surveillance, seem to be ‘fumbling in the dark’ trying
to understand both the mechanisms of surveillance itself and the tools for resisting it. Some journalists
have reverted to oldfashioned analogue methods of communicating, which was considered a solution to
the problem of digital surveillance. These were often practiced in combination with one or more
technological means.

It emerged that the discourses around infosec tools, information security and mass surveillance are
problematic. Encryption tools often have usability issues and can offer a false sense of security, yet are
often presented as the solution. This becomes a problem when those lacking the computer literacy to
assess the safety of these tools rely on the word of their developers, which in turn has implications for the
ability of journalists to provide, let alone ensure, anonymity to sources. Furthermore, I have argued that
the discourse does not acknowledge that alongside mass online surveillance comes the inevitable death of
online anonymity. One can take various precautions and try to shield one’s identity, but pretending that it
can be guaranteed to a source arguably only adds to the existing confusion, fear and worry. As I have
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argued, presenting various technological means for shielding one’s anonymity without acknowledging
this factor only makes the situation more opaque, for as we have seen, in a sense there is no such thing as
online anonymity, and so official discourse, policy and guidelines such as the PCC code, need to be
updated.

To conclude, in terms of theory, in the surveillance society described by Lyon (2007; 2009; 2014), and to
some extent by Deibert (2015), it is virtually impossible to anonymously navigate the world of laptops,
email, smartphones and credit cards, all supplemented by our voluntary provision of surveillance data
through social media, without leaving a digital trace and without excluding ourselves from society at
large, when all communications are collected by third parties. Finally, the findings raise concerns about
the independence of journalists, for example in terms of education, which seems to be moving into the
hands of the tech community. The same goes for the independence of their work, given that the primary
tools are changing from pen and paper to a laptop and software whose inner workings are beyond the
layman’s understanding. This dependence on the tech community may result in a loss of independence
not only to those conducting the surveillance, but also to those developing these tools. This suggests a
need for further study of how these implications may shape the future role of journalists and their sources
in these emerging surveillance cultures.
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Appendix
THE INTERVIEWEES
The 5 anonymised journalists currently work for the following media organisations and have worked as
journalists for between 2 years and 30 years.
●
●
●
●
●
●

AlJazeera
The Times
Hard Cash Productions
Breaking News
The Guardian
The Ecologist

The titles were as follows:
●
●
●
●
●

Editor
Editor
Reporter / Journalist
Reporter / Journalist
Journalist / SubEditor

The other five interviewees (quoted by surname) are:
●
●
●
●
●

Eileen Chubb is a former whistleblower and currently director of a whistleblowing organisation
called Compassion in Care.
Gavin MacFadyen is the Director at the Centre for Investigative Journalism.
Michael Rogers works at the Briar Project and is involved in information security training for
journalists
Dan McQuillan is a Lecturer in Creative and Social Computing at Goldsmiths, University of
London.
Terry Kirby is a journalist and Programme convenor at BA Journalism and Programme
coconvenor at MA Digital Journalism at Goldsmiths, University of London.
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LIST OF CONCEPTS
Below is a list of the concepts that emerged in the initial analysis and which were used to develop the
themes.
The concepts were:
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

Information security (knowledge of, training, usage of)
These questions do / do not apply to me / certain types of journalists
The safety and efficiency of encryption
Anonymity for whistleblowers
Selfcensorship
Awareness of mass surveillance at work
Targeted surveillance versus mass surveillance
Holding power to account
Phone hacking
New (or old) methods adopted
Expression of worry or concern about surveillance
National security
China
Social media
The whistleblower’s perspective
Freedom of the press, freedom of expression, freedom of speech
Paranoia
Poor quality journalism
Being on a government target or watch list
Terrorism
Edward Snowden
Privacy
Wikileaks
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SAMPLE INTERVIEW QUESTIONS
The below is a list of examples of the questions posed during the discussions.
with the journalists
General:
Age?
Publication? (previous publications?)
Title?
Year in industry?
Involvement in journalism training?

Initially
I would like to discuss how mass gathering of data may affect the work of journalists, if at all, with a
particular focus on the protection of sources and whistleblowers. I am also interested in finding out about
your ability to protect your own privacy online and gaining general information security skills. Please can
you tell me about this…?

Following the 2013 Snowden revelations about the extent of online masssurveillance?...

●

Do you consider mass gathering of data of online communications or targeted surveillance when
going about your work as a journalist? If so, Why? Why not?
If yes, how does this influence, if at all, your work?
If no, are you aware of this affecting the work of your organisation at all?

More specifically…
●

Do you ever have to provide anonymity for sources? How do you go about that?

●

How do you or others in your team go about approaching sources who might be vulnerable to
having their identity exposed?
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●

Are there areas you may be reluctant to cover due to online surveillance?

●

Has this changed the way you conduct research online?

●

Has it changed the way you communicate with sources online? / offline?

On information security skills and training
●

Have your organisation provided you with the skills of information security or the protection of
privacy online? (i.e. PGP encryption, using secure browsing  which browsers?)

●

Does your organisation take any special care with protecting their online communications from
being hacked? If yes, who / where from?

●

What training do you think journalists need to tackle this?

●

Thinking about this in a more general sense, how, if at all, do you think the fact that all online
communications to some extent either are or can be, recorded or hacked without knowledge of the
target affects the work of journalists when it comes to:
1. The protection of sources, and 2. The inclination of whistleblowers to get in touch?

●

What might this mean for journalists' role in society in a more general sense in your opinion?

If relevant, ask:
●

Do you think this differs depending on whether you are a freelance journalist or blogger as
opposed to an inhouse journalist?

●

Do you know if there are any particular branch of journalism that is affected (such as political,
environmental etc) and / or journalists working in certain countries?

●

How has the way journalists go about protecting their sources changed since you started out
working in the field?

●

How did you use to go about protecting your sources in the past? How does this compare to
current methods?
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